Abstract-An image watermarking is the process of authenticating a digital image by embedding a watermark into it and protecting the image from copyright violation. This paper proposes a new fragile watermarking scheme developed in a wavelet domain based on the discrete wavelet transform and Arnold scrambling algorithm. The original watermark image is transformed into wavelet domain by applying discrete wavelet transform, subsequently the high frequency coefficients which in form of an edge feature image of wavelet transformed image is transformed into binary watermark image by using thresholding method. The binary watermark image is embedded into host image by modifying Arnold scrambling algorithm. The proposed method encompasses three phases including watermark generation phase, watermark embedding phase and tamper detection and localization phase. Experimental results show that the proposed method has satisfactory protection ability and can detect and locate various malicious tampering efficiently. The invisibleness and robustness of the propose method is evaluated by using well known indices including peak signal to noise ratio index and normalized correlation index.
I. INTRODUCTION
Due to the rapid improvements of modern communication and Internet technology, digital media can be easily transmitted and modified by using image processing tools whether it is malicious or not. Generally, a digital signature scheme, which is adopted in modern cryptography, can be used to detect if an image has been modified. However, this scheme is not able to detect the tamper region of image; moreover a digital signature scheme implies external information additional for each image to be memorized. Digital watermarking solves these issues by applying an authentication key encapsulated directly in the image and identifying directly the tampered zone. Watermarking is regarded as one of effective approaches to resolve images copyright protection and authentication [1] . In general, watermarking technology can be classified as robust watermarking scheme for copyright protection and fragile watermarking scheme for integrity verification [2] . Many researchers have developed fragile watermarking [3] - [8] , which focus on image authentication. Fragile watermarking Manuscript received April 13, 2015 ; revised June 25, 2015. This work was supported in part by the Department of Applied Science, Faculty of Science and Technology, Nakhon Sawan Rajabhat University, Thailand.
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schemes can be typically divided into semi-fragile and completely fragile schemes. The major difference between these two schemes is the integrity criteria [9] . Semi-fragile watermarking [2] , [3] , [5] , [6] , [10] , [11] called soft authentication [9] , uses relatively relaxed integrity criteria. Then, some invisible modifications are allowed such as Joint Photographic Experts Group (JPEG) compression. Semi-fragile watermarking schemes are useful when protected image must be compressed at different rates to satisfy transmission bandwidth. Complete fragile watermarking schemes [4] , [7] , [8] , [12] called hard authentication [2] , offer greater protection and integrity than soft authentication. These schemes do not allow any modification or tampering of a protected image. In addition to detecting whether a protected image has been modified, hard authentication schemes must be capable of locating tampered areas.
In view of the above facts, this paper proposes a new fragile watermarking scheme developed in a wavelet domain based on the discrete wavelet transform, defined as DWT, and Arnold scrambling algorithm. The DWT is applied to the original watermark image to obtain a watermark image in wavelet domain, and then, a high frequencies coefficient is adopted. The watermark is embedded into host image by modifying the Arnold scrambling algorithm. The performance of the proposed scheme is evaluated on four test images namely Sail Boat, Lena, Cameraman, and Barbara. Normalized correlation and peak signal to noise ratio are the performance metrics employed for performance evaluation of the proposed method.
The remainder of this paper is organized as follows. In Section II, DWT and Arnold scrambling are briefly described. The proposed fragile watermarking scheme is described in Section III. Section IV gives experimental results to demonstrate the proposed scheme effectively detects and locates a tampered area. Finally conclusions are stated in Section V.
II. RELATED WORKS
This section gives the brief descriptions of related works consisting of the DWT, which is used to generate watermark image, and the Arnold scrambling, which is used to embed watermark to original image.
A. Discrete Wavelet Transform
The 2-dimension DWT, which is a linear transform, is commonly used tool in image processing. It decomposes the image into low and high frequency coefficients. The low frequency coefficients give approximation information of image and the high frequency coefficients give detailed information, especially edge features of image. The edge features provide the structural properties of objects in an image with reduced amount of information [13] . It aids to increase the invisibleness when watermark with less amount of information on the host image. Also these edge features controls the attacks caused by noise, edge strips and acuity.
B. Arnold Scrambling
The Arnold scrambling is usually used in watermarking and encryption techniques. It is used as pre-processing step to embed the watermark, which reduce the spatial relationship between the pixel and makes the image as meaningless one [14] , [15] . Let x and y be the coordinates of the original space, x' and y' be the coordinates after iterative computation scrambling and N be the size of image. The 2-dimensional Arnold scrambling can be defined by using following formula.
III. THE PROPOSED METHOD
The proposed fragile watermarking method encompasses three phases including watermark generation phase, watermark embedding phase and tamper detection and localization phase. An overview of the proposed method is depicted in Fig. 1 . The details of each phase are described following.
Watermarking Generation
Watermarking Embedding Tamper 
A. Watermark Generation Phase
The edges are the major features which furnish the information about image content and the wavelet transform is marvelous way to detect the edge features, as, it increases the reliability of edge detection even when it is analyzed at different scales. Hence, the DWT is applied on the original watermark image to acquire the edge image. It decomposes the image into low and high frequency coefficients. These high frequency coefficients contain edge features and it is converted to binary version by using thresholding method to make it feasible to embed on the significant bit. The value of threshold is adaptive one and is computed by summing the mean and standard deviation values of edge features. The edge feature image, defined as F, of watermark image to be embedded on the original host image is derived by using edge image, defined as E, and threshold T which is given by using the following formula.
B. Watermark Embedding Phase
The watermarking method begins, only after the generation of watermark edge image was accomplished. Now the resolution of edge image is reduced to twice as the host image. Hence the host image is divided into 2 × 2 non-overlapping blocks and watermark is embedded on the least significant bit of each block's first pixel element. In fragile watermarking method, watermark must be more sensitive and secure. Therefore, an Arnold scrambling is employed on the host image as a preliminary process. After embedding the edge image, watermarked image is constructed by the inverse Arnold scrambling.
In order to extract the watermark edge image embedded on host image, the Arnold scrambling is applied on watermarked image for number of iterations which is equal to the number of iterations done to embed the watermark edge image. Then it is divided into 2 × 2 non-overlapping blocks and watermark is extracted from the least significant bit of first element of each block.
C. Tamper Detection and Localization Phase
The tamper detection process begins after the extraction of watermark edge image. The original and extracted watermark edge images are subjected to XOR operation and it detects the difference among them and the image is decided as tampered or trustworthy based on the difference. Once the image is detected as tampered, the tampered region is localized by using the inverse Arnold scrambling.
IV. THE EXPERIMENTS
This section is dedicated to the performance evaluation of the proposed watermarking scheme. In order to investigate the effectiveness of the proposed method, the experiments are performed on a computer with Intel Core i5 CPU M480@2.67 GHz and 2G DRAM and with the MATLAB 2011a. Four images, selected from standard image dataset, are used as image test set (Fig. 2) . The first four Grayscale image with 512 × 512 pixels have served as host image while the last two images are used as original watermark and binary watermark image. The experimental results are evaluated by using well known metrics including peak signal to noise ratio and normalized correlation. The description of the experiment is fully described in this section. 
A. Tamper Detection and Localization Results
In this subsection, the watermarked image is examined for several attacks to see how it detects and localizes the tampers through various attacking method including copy and paste attack, text addition attack, image splicing attack and object removal attack. The details of each attack are described in following subsections.
1) Copy and paste attack
In the watermarked image, there is only one sailboat which is shown in the Fig. 2a) . In order to do a copy and paste attack experiment, the sail boat is copied and pasted it near to the original sailboat, which is shown in the Fig. 3a) . The watermark image, as shown in Fig. 3b) , shows some noise. The exclusive-OR (XOR) operation between original watermark image and extracted watermark image is shown in Fig. 3c ). This indicates that watermarked image has been subjected to some kind of tampering and Fig. 3d) shows the localized tampered region. Fig. 3 . Result of copy and paste attack experiment.
2) Text addition attack
To perform this experiment, the text "Sail Boat" is merged to the watermarked image, as shown in Fig. 4a) . The watermark image, as shown in Fig. 4b) , shows some noise. The XOR operation between original watermark image and extracted watermark image is shown in Fig. 4c ). This indicates that watermarked image has been subjected to some kind of tampering and Fig. 4d) shows the localized tampered region. 
3) Image splicing attack
To test the performance of the proposed method, the object swan is combined in the watermarked image, as shown in Fig.  5a ). The watermark image, as shown in Fig. 5b) , shows some noise. The XOR operation between original watermark image and extracted watermark image is shown in Fig. 5c ). This indicates that watermarked image has been subjected to some kind of tampering and Fig. 5d) shows the localized tampered region. 
4) Object removal attack
To carry out this experiment, the object sailboat in the watermarked image is removed, as shown in Fig. 6a) . The watermark image, as shown in Fig. 6b) , shows some noise. The XOR operation between original watermark image and extracted watermark image is shown in Fig. 6c ). This indicates that watermarked image has been subjected to some kind of tampering and Fig. 6d) shows the localized tampered region. 
B. The Experimental Results
To ensure the information safety, the embedded watermark image should be invisible to human naked eyes; the watermark invisibility is one of the valuable indices to examine the quality of the proposed method. Then the peak index to evaluate the effectiveness of the proposed method. The mathematics equation of PSNR is given in (3). 
The more significant index is the watermark robustness which is used to examine the stabilization of a watermark scheme associated with the transform when the watermark is extracted from the watermarked image destroyed by various attack. To measure the stabilization, the normalized 
where I and I' stand for the original and the processed image, I MAX is the maximum possible intensity value of the image I, for an 8-bit per pixel representation I MAX is 255, subscripts i and j denote the location of the pixel value in the respective image,  denotes the XOR operation and n is the height or width of the square image. The performance of proposed method also validated by the various images which are taken from standard image processing dataset and its performances are given in Table I .
V. CONCLUSION
In this paper, inspired by the methods of DWT and Arnold scrambling, a new fragile watermarking based on wavelet edge feature is proposed. The strength of this scheme against image manipulation attacks is tested on a set of four images in standard dataset and four image manipulation attacks. The experiment is implemented by using MATLAB. Experimental results show that the proposed method retain good watermarked image quality with average PSNR values greater than 56 dB. The obtained results are good in term of accuracy for tamper detection. In future research, more effort will be focused on stereo image authentication to address
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273 signal to noise ratio (PSNR) [16] is adopted as a quantitative correlation (NC) [16] is used as the quantification index which and defined as 
